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FORCE BRUTE ET
DICTIONNAIRE

Mathis



GESTIONNAIRE DE MOTS
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Directes Indirectes
-Force brute -Ingénierie social
-Dictionnaire -Hameconnage

-Permutation



SECURISER SON MOT
DE PASSE

- Regles de composition
- Rapport psycho-sociaux




Acces

POURQUOI SECURISER
SON MOT DE PASSE ?

Vol Usurpation




CREER ET MEMORISER
UN BON MOT DE PASSE

Phrase : J'ai acheté 5 CD pour 100 euro
cette apres midi

Phonétique : ght5CD%E7am




%! Favorites
@ Recently Used
I AllApplications

%® Settings

I Usual Applications

Q 01 - Information Gathering

@) 02 - Vulnerability Analysis

03 - Web Application Analysis

@ 04 - Database Assessment

Q 05 - Password Attacks

@ 06 - Wireless Attacks

@ 07 - Reverse Engineering

&M 08 - Exploitation Tools

& 09 - Sniffing & Spoofing

ﬁ 10 - Post Exploitation

@ 11- Forensics

12 - Reporting Tools

@ 13 - Social Engineering Tools
42 - Kali & OffSec Links

=

g » Offline Attacks
9 * Online Attacks
g « Passing the Hash Tools

9 » Password Profiling & Wordlists
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i Terminal - fahad@Fahad: ~/cupp @
File Edit View Terminal Tabs Help
\ (oo # [rofiler

[ Muris Kurgas | jOrgan@remote-exploit.org ]
[ Mebus | https://github.com/Mebus/]

You are using Modified and Improved Version of CUPP.
[ Fahad Mustafa | https://github.com/lynxmk ]
usage: cupp.py [-h] [-i | -w FILEN/ME | -1 | -a | -v] [-q]

Common User Passwords Profiler

optional arguments:

-h, --help show this help message and exit

-i, --interactive Interactive questions for user password profiling

-w FILENAME Use this option to improve existing dictionary, or WyD.pl
output to make some pwnsauce

-1 Download huge wordlists from repository

-a Parse default usernames and passwords directly from

Alecto DB. Project Alecto uses purified databases of
Phenoelit and CIRT which were merged and enhanced

-v, --version Show the version of this program.
-q, --quiet Quiet mode (don't print banner)
fahad@Fahad: $ python3 cupp.py =ofl 10
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multi-plateforme
générateur de mot de passe
sécurité renforcé ( AES 256)
Remplissage automatique
Synchronisation des

appareils
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Logiciels de gestionnaires

de mot de passe sur
debian.

Pass (Password store) KeePassXC Bitwarden

a Password Store KeePassXC U

bitwarden
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http://www.youtube.com/watch?v=6zMZtzqEgO4

